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(57) Abstract: 

PURPOSE: A security system is provided to achieve a user convenience 
and prevent digital content data from being copied, distributed and 
used by an unauthorized person. » 
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CONSTITUTION: A security system comprises the first storing unit for 
receiving and storing data; an access control unit for storage of the 
identification information for the execution program for executing data 
stored in the first storing unit; a determination unit connected to the 
access control unit, and which determines whether or not the 
identification information for the execution program is stored in the 
access control unit in case where the execution program calls data file; 

and a transmitting unit connected to the first storing unit and the determination unit, and which transmits data stored in the 
first storing unit to the execution program, if it is determined by the determination unit that the identification information for 
the execution program is stored in the access control unit. 
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^■7fls.3] S-2001 -0079162 

£ 2fe 7\^S\ DRM ^]<H7|^ «o Vl ^-i- li^sVte 

£ 3-8- ^Eicj- Ai^eg-g- LfEKflfe s^h. 

E. 6-8: 7^ ^ » 0 >^<H1 ?VSV U^S] £ EfE- <fiAW* l+Ejaflfe 

300: ^E]cf ^1^7] 330: 

340: eliH 32 o: s.^ ^1 # ^ ^ 

iHgo] -^-sV-h- 7l# 51 n -go^l -f-cH^l^ 

^jO^ 2, c-1 Aj^Tllfe ^H)^7> A>-g-s>7l «e|5V^l£ « HH^-I- ^tV&fe ±U]*}7} ^^.S. 

tlei'-j! ^ -8-eV<>]-g- HHelsl -B-f-o] <a«jSl-sU oicf. tq^i^ «a«v^^s. -fe]7V 

5Ufe *H§-, n^, <g5h -S-^- ^ 7fl<y ^1 ci*M ^ 3^V M*r tfl-8-, 

o}B]i£ cflJf-g- ^-Br ^-§r *^ ^"2:51^14 7fl^ ^O.S., T^Rr ^A]^ 7^^-g- 4£ e}o]4 

<>12^ 47fl^ ^ HflS^, 7lEf iS. el-OlAj-oJlAi 7J^^ S.^O} E-| ^ ^ » ^^Jl, ^ ^°]Aj^- ^ 

^V-g-^ "r Si 711 «• $°] =1 ^ «m<>i4. 



^•7fl-p-?H ^-2001-0079162 



tsfe 51 °1 °WsJ-. AH El si cl-^-s.s.Al Hsfl'at, £fe cllolE] 3^.3 Al^sj^ *g niseis e)H 

El* ^tsM ^^^-S. >M~g-£S. ^. cf# ( Cf-g- n^ojo) cf^cs)^ # Z.$\<$S] $}o]B]% 

(data congestion) o] ^s}^ *\%-A<^7\\ *€* «-*H6 °J:3i XI nf. 



W, HH<H s±<£ 4I-S£ t»M °1» ^^^1^ ^ 5tt£^- sVa^H a>^-^7> ^&<LsL oil- 7l^sH o] 

^ollA-1 ^^S]X1 °>5m $ ^OlCj-. O) tjj-lg,g. ^ 7 pj. Af-g-Sl^ ^ % *KM4. 



°1 U-fiS. ^3* 5>Ji Sifedl, £ 1* tis}^ n S-^ll^-g- ?V^*1 ^^sV^, 7H}- 7l^-ai<y g-aflfe £3!* ell 
o]EH- 120H 5.£s>7l flajMfe <3"3:3^ $}o]B\ 3)-<y ^Sfl(lOO)* 7|3. 43l3}-*1H -S-SS}-^ 

^(130)# <8*]3. ^-^1 Ml ofl T^Sfi^ fb^fe ^ 0 l^f. °1 °fl 3-2)3. o] <&3L#7} HHEil: ^A^} 

Tluf fil^-s. ^^(140) ol°ll-¥-e1fe A J-7l ^3)-7V oJ-Jfa} 7 ]^-g- ^t^x) ^S^fe ^°lcf. °1 

°J*H ^aI^o]^ ^ ^1 ^l*}* «-tls>7fl SlJl, oH ^ -ftr&z, t\)o}^ -B-f-ol ^o- ^Itl-i- 

^ ^Ajolcl-. 



2le -HSSlJI cl^l^ ^1^2 i-^ ^-^1 7)^°1 DRM(Digital Rights Management) -8- <>]?-)& §-^1 

DRM(Digital Right Management) 0 ^ t|^l€ ^-g-* °J#^--8r ^-g-olul- Aj-g-^Hl 7]]°} *V^sl-7l 

^]tV <a^2l cl-^-lM * 4l^E^ol A^Ul^2^ 7l#-g- %k&K\. DRMS1 Efl^> ^ 7l#5Li± ° D V S.5)- 7|^, ?i 

3!^ ^i^* ^E^PpJ 7l#, ^.^S] A>^-fl-al4 7-14^ aAl» ^al(Policy) S€ 7l # 

^ ?iSilSSl AV-g-lfl'« ^ J^- lA^iLo} ^^.4 ^elc] 71* ^g-ol olcf. 



DRM^l olEl^V 71^- f^H, ^^1^: AJ^ HS-Ol^ol DRM ^H7l# m^-*}- ^, °1 DRM ^1^715.^ # ^ 51^ 
°J-:§:3-€ dl°lEll- «lli*>^ Af-g-M^- 2^91 ^ ^ 5i7fl ^cf. £ 2» 

°1» ^^^"a, ^ ^^Sl-^ ^S11S71- Aj^£]7l ^SflA-lfe «A] ^-Jl^.7> «V^Al ^^sV^l'?}-, 71^^ «o V> g*Hr 

li-el DRM ^H7l(220)7> ^^-(200) «H 'S^lsl-^ ^7flsVs.S ^-^s)-^ ^01^71- o] <^^^ s] 

^^-Si 0 ) «>S. n uH^-ofl ^1 ^711^1-^ Aj*g =3.^1^(210) ^^51<>1 Aj^£] £ is- ^-Ajtlol 
Sa^-H-sl, ^>-g-7l-7> o] cg« tfl^.o,lA^oV ^Eqslfe ?lSllS°ll *1 7>«>^ o^o. *j e ^^S- ^- ^ ^ 0 ]t^. 



°1 71^21 ^^11^^: DRM ^)H7l* 7fl 71) ^"AHl ^ ^ oj-^ ^ ^SLl>[ »^o) ^ <&o] r}<$^^ $°)^. 

al-Ei-Ai, ©v-fsi aj«S ^^sflo>-g- c-iioiEii DRM<Hl slsfl 4:£3^ c-il^lEl *a ^°ls.s, 

°1 aJ^ ol cf^^v DRM ^H7l» 3.^- gi^-«flo> ^aIc,] ^aJ^cI-. o|^^- fg^z* -i-7>^-?l 

*^0l 0l^J7.-X> 15>fe 7l#^l 34^1 

s-^j^ Cj^l^ cflolElSl ^ ol^sl-711 ^ 5U5L^ Cl^]^ Cflolel Jis ^ * X\ + 
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« i 

-2- t^S} SE s-aj^: DRM *)H7]S} <y-5:Sf ^-^o) Aj*g Eia^o) cj*]^ c)|ol^ Aj^-g- *qo^ ^ oi 

gy^ 7 }*V2] ^i^IA OlolE-i^ -B--1- iL;£ A|^e^^- ^^fe ^olc^. 

-g- ^s] ]£ Aj-g-^HiTil «e|sHa*1, ^a^) ^e]AH14]Tr ^-cfl^ aijl 3*111 cfloj 



*J-33 2* ^-g- ^^>7i *«3si 3311 4H33 ^qj^i sj-tb ja.<a- 3^ ^ ui^i^ cfloi^i- <gaj$<4 

*WHr 4U =^^4, #3 33>g c)]o1e)» aj^ ^ -Sfl = 3.zl^ Aif ^J±* 3W 35 413 ^3: 

4, A oM 4)3 Sl^Slal, ^Ajo) ^ = 3.^3 Aj-7) ti)o|El B}-^^ Jl#*Hr ^-fofl Aj-7] ± ^ 

-3<8 = 3.3<gS] 3f ^M.7> Aj-7] 413 ^<EH] 7lS-Sl^fe^# «r^5>^ ^33, Aj-71 4l 1 3*j ^ ^ # 

3, A o V 3 411 3# ^#0. 3.Jf 3 °) Aj-71 33t 333* A 0 V 7 | ^^o] ^ S.S.ZL^O_S. 3"Tr 

^3-a- i<&«-3. £th aj-71 4ii ^^si 3^333, -3.71 33<a ^n^e *m 

^&OS^Jt*fe ^3* ^7\S. ^ 5U3- £tb, ^3 Aj-71 3 3 "8 Cfl O] Ej 7} ^ 

EflsL Aj-71 411 A-l^- =^^1 7-j^ A 0 V 7 | d^l^ cflolE^ 4^2l-*M ^oM 4l 1 4^ 

^r^* ^7\S. ^ $1 1}. 



a^-, -S- t^sl Ai^tg ^ ^. 7 | ^ e ^ H ^ofl ^^sii, Aj-7] d^i^ cHo]E^i <a;&EH ^V^^l ^^^1 -B-j: 

a?l-§r Aj-71 ^All C-HolElSl AJ^ «a^^-0.^ Aj-71 ^ ^ ^ ^ °1 A oM ^-Jl i^-^ SHfA] 7] fc*!* 

*^rsl-Jl, Aj-71 ^-31?!: Aj*a ^^olefji 7j ^} ^ ^7} x^x]i£ ^]o}^ A]*g*v ^ oi fe Aj^ n S 

3=g Si Airt 7ja.# Aj-71 41 <>! ^i^3l-<^ 71 Sj-ir -B-Jl 3:?! ^7\3_ ^7] t\ 

t-1^ nfloiE-iei ^j:^^ 711- ci^-ei-^ ^-s:5l-% v 91^. t D Wi, tt'Sil ^a)^ tfloiEloi aj^ ^.ov 

clA)^ dlolE-|2l AJ^^- Aj^g n^^nVol AJ^J 7 ^ £ S- s] . 7 | ^ s.^j Aj ^ H^Zl^Sl Al 

-S-l- ^"Wlsl-'aA^ <y o)Sl Aj^ =S.n^Ol Aj- 7 ] ^^^1- Aj^sl-71 ^Sfl £ ^ 7j o.^ Aj- 7 1 ^-til^ S-^j Aj ^ 

Al« ^*£2l- A o V 7l 0 J21S) AJ^ HS.^I^Sl A] Aj^.S- Hl^wJ-^ Aj-7] ^- A] * Aj^ 7 f <gAl^- 7j <H1 °V Aj- 7 1 ^ 
°11 Cfl«fl A oM ClAlt CHlolEi7> AJ^SI^S. rt^tq ^0^. 



-& CHI Ol ^ Aj^-t- S.7j^ Aj^J a £a ^n> 0 ] AJ^ 7 >^-£S. fc).i=. «j-^ ofl O.^ , o) 74 ^ 

ClAl^ 01o]Ell- A-lAj-s^ ^-4121-, Aj-71 ^"Aj AJ^ ^5.3.^0] A} «* Aj ^ ^-U)5l-fe ^41^, °J ^ o] Aj ^ H5.ZI^ol 
^7} ^^lai: Aj^sl-7l ^5)1 3 -"Ml, "ySlSl AJ^J HS.Zl^2l Al t ^j i# ^alSffe ^"4l2l-, Aj- 7 1 ^1^ 

^-Aj AJ^ n^^^Sl Alrt ^2}. Aj-7) olo) ol A]^ HSn^Sl Alrt 7jji# HlS*l-fe ^-4121", Aj-71 = ^ t Ajii7> ^ 
^1% 3 ^"71 i#ofl cflsfl Aj-7] dTjlg d]olEl7> Aj^Sl^S ^ ^El^Sl-^ #41 ♦ i^Cj-. 



°1*K S^-l- f25H t^fil ^lAl^j AjAHl^. Aj-^el ^^t-Vcf. 

£ 3^8: g- t^2l ^El Al^Eflo] ^efO^E Al^E^S] 7H?f^Ol a-S_£o|d. 

£ 3 Si ^El Al^Efl-S-, #E}-oloiE Al^Eflol 7-1 Aj- AjAHl S.^j ^ cd ^AjsJ-JI S-Aj A]^ BS.3.^°Vc>l Aj-7] ^ ^ 

^<H1 ^ ali^- «El^-i: 4HSffe ^E1# 4H7121-, -#7) ^Aj ^^vflo, ^0^2! <y#^-§- 4H^Ai 

f"4€ ^Aj AJ^ H.5LZl=gSl CflolEl -B-JLt!- 5)^3. ^AjsM ^11^ ^ ^Eicf^S ^Aj^ol ojcf. 
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zl IM-fr 4MI*1 -a^s>^, -f -a ^)l<>|7l(300)fe #BM<as ai^si #*K310)MH ^ <8«K3 

20)* ^§sH <*-S*|-£* «33*Ka(Sl). °1 ^ "3^* ^l-M^lfe ^11 3iL« ^^EHl -l-3iL^(S2). «1 

^Ei^ ^1<>171(300)7V *J#t»- 3**13 33 *r1!)*MM-, ££r ^ #(330)0)] ^ M13(S3) 
^E^ol s.^ cg<*.g. ^^04) €^#(330)01 <fl^« ^ tflt>- ^iL» aflo^H a.Jl*f^(S5) 

Hj-tf^- #1^- ^£ oicf. 



^ ^-S-, ^Ei^- ^1<H7](300)^ <d^€ ^^ ^ Ai!*}--!- >a-7l ^Ei^ofl f-asM ^^^.(330)^1 on- 

-f^s^- *v^(S6). °1 cfloiei(340)fe «J#s] *1H e|is o^o. ^sRrdl, o) e]^o\] <>]sfl aj- 7) 

fi-^ cgoi^s] zl]o)B\^ if5fo| ^ 5U^r ^ = 3.^°! 



H 3°ti<*lfe oflAl^j o.s. B.exe7> s.^ oj« A(320)S) 7)^. 7 >^- H^zi^A^, C.exe7j- 7 j.- 

D.exe?} 7)^-/^-=- 7>^ =SZL^ -g-s.^ ^-f* °>t}. ee*V, E.exe^r ^^1^1 ^-£1*1 ^ 

*8 ESa^o|c}. ol Tj-f, 7 \% oj<* A(320)°ll abc.txteHr n^o] T^J-sH ojo^ o] q]o)&\ 3%<£o. 

^7} B.exe M- D.exe t<\^ Sltft^ sH, Aj-7] C.exe 2} #7] D.exe ^^l ^ 

^o]cf. tt^efAi *^**| HiUZL^ ol c-HolEil- ^-s-sVTlM- x-l^-gfT-l *#cK aJ- 7 ] E.exefe ^r^- 



"g^S] o|e^ 7 ]^o^ wJ-^ojufDRM ^<H7l7]- £-*fl*-8: Stl^sRr ^cj-o] 

^4. ^T, 7]^ A]^ o- HS-n^ofl o^g)) ^^E)7l 3]^oll #Ale)-;E ^-EflS. ^3.^0)1 7^V£) ^ ^ 

^1^ CflolEil- *\&7.}7} ^-fsW^ 7^S>^ « 0 V7.1^ aj-^o) Oj^cf. Ol^j^. <#*ls>7l ^3flA^ DRM 

^H7lsq- SSa^o] m^-s)<H Al-g-sl^ w 0 va1o)]a^, DRM *ll°l7l<4 ^ a^s. ^-g- x}<>\ Qo] 

J15J-7} #^ ^Sfl^ $}o}^3. ±^-5}o) 7^J-S>7iq- "¥-^5. Ufli^- ^7\ &7\ nfl^-olc|. ^, -§-3.^ ^ S§ HSZZ^o] 
^ Si^ 3HM- £^ ZL^Tll Sl£S 2,^1- Sfl ^--3, 4lU]7>uf 3)^ Aj-g-A)-^ ZL ^€^S] S\ 

o)}^ o]xi]i$ ^fliE ^ §1?)) ^Icf. 7 >^, £ 3<HH ^s-ovo] 7>^tb Cexe^l ^$)o] oicf^, 

iUl7^ 3)0}^ ^^^O.^. ^^Cf. Oltt)^- ^^J =5.ZL=g-i- ^S.Al^ 53°17H ^t!- ^ € 

*\}°]7]7} %^*t5-3- AV-g-7)-7> <y^^ ^ ^o]cf. 



£ 321 ^-^^ a.^ drm ^H7)o)i i^-sl^r o>qcf. drm ^)H7i7l- 7>^] 



ol^MA-lfe ^- ^^e] o] £ ^v J^-i- 7l^ drm ^H7lsq- ^^s]-^ 41^3}-^ & a] <^ ^ ^ a. ^<>\}s.-] 

DRM ^H7lfe #5|o]o]E DRM ^H7l7> 4?®; £Dflo]ol 71-^1^ Jl-a-Sl oVjrS}. ^EflS. 

71^-* ^r^S>7ll4, cf*S.S «>^r ^7>q. 7|El- Sfl^ ?i C))o1e1o1] -*f7l-£]o1 ^^1^ o] ^> 

Af-g- ^^(Usage Policy)ol Ai-e.'S °1* c]1-§-3l-fe aJ«S ?-S3^f aJ^a] 7l^s. a]^e5 



5H>Lh ^a] drm ^H7l7> 7l^#* =f ^^.fe giJi, -as-?- Ai^^ Af^ei £t°m 7lEf 

M a)H7l<4 ^O] A>^ ^^.71- 51^- ^^V^ ft ^ Si* 5)0!^. 
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*lf7>( identification information, fingerprint)^, SSa^ofl^ all^Sfe ^7.} 
«S =S.rt^ ^jt^^ -g-g- n aa qom Aj«g H3.ZLig-§- cfs o^s^^ol^j^ - 01 ^ ^iL# 

*Vfe 7fl<Jo|cf. Eth £ tt1<*H ^3) HSZl^Sj-Jl ^1^5)^ ?J-a- Bj-Qj-g. ^^JA]^ ^ A}*g 

= 3.Zl«g-a- 7fl^<a* ^sflo F «-cf. 



*-$°\]*] ^.^^ AH El abc.txtfe tlEl^ £i=- CD-ROM f-^l nfl^* -g-si] -f-eH'SH ^ 

i^S] (460)3. «a^S|jl(S2), °1 HMe^DRM *\]°]7](440W ^*fl^-i DRM *lH7l7}- 

«yol 7}7|^ Jl-B-S] <y-jL3}- « 0 ng AS. "SSlS^^ #e^-o]<>|E A)i;^2l #a1(450)°H ^^-Scf(S3). o] «81 ol el 
^ DRM 7fl<H7lofl 4a] 43^3^1, D RM *H 7 lSl <y-jL^ ^ ^JlS}- «J-^^r DRM 7fl^7l <$nMt\ t\- 

3^ ^T-HI £ 7l#olcf. 



£ 7fl<H7l(400)fe AV^ofl, t£fe ^>Als] Aj^nflnj-cf ^1(410)^^1 s-Tg ;q 3. ^« A(420) 

A 0 v 7l 7^^}-^ uflole] abc.txt * ^ 513^ B.exe^fl-M -M^s|-7l ^^flAi^, iulAj-71- aR]21 

€-5f°1^B Al^efloflAi f-^7m- 71 E} « 0 v»]-g- -f-sfl sfl^- TH^Sfl^ *Vcf. ^^^4^ 70^71- DRM 

^H7l(440)3 <a^Sl^, DRM ^l<H7lfe- -f>5d, *R!°1 7Wi o^Tl^ Efe ^Tlel a^b1 S «-e^ $1S= A l-§- 

7g3j cflojEll- M}3.^ o] AjEfl ni Aj^ol O-Jl^V ^J-yAll- sa-cf^. 



«r4 ^1 ^aj^S- «fl^ -B-JLsl-Tfl ol*tt ^ Si^All- Afl^el-fe ^^SAi, 7>^ 3S] o)^- ^ 

°\ & A^V\7]S\ A\J%r %^7\ T^j-SH $X^S.S. vfl^ ^El ^ H1S711: ^1 -g-sH -R-iL^* ^ 

A r §Hfr Sl-M-Sl ^71- 1 ^ ol-g- <^^7f ^|«^ ^-foflfe, A^^ #^-(clock)* °]&*}<^ =L -R-SL^* 

Ik ^r5L Sicf. olEitr ^Er^l^S t-I^eJ ifloflA^D]- ol s^^- ^30)^^ o)s. S aj oi^ol^ % 4^ 

3^ <?]^ 5l°ll 2l c}€- "il^ ^oib, ^l^ltr DRM *)°]7}7} 0.3. ^2] 9] 

a A^Ul(£Al£lxl ^r-g-)Oll <S^SM, n3^Ei ^A># ^31>J1, °A^Sr <g -g- ^SL ^Cj-. ©1 7g DRM 

7|7>Al-^. ^-1; ^ ^ ^^-«E^ A^tH3.^-El °l^g- B>£S ^]^^ ^olcf. CIS. ^ofl^fe ^TH^ °]^ol 

4 ^Cl-. Aj-71 ol^Sl Tg^li A>-g- A^ol 7,!jAl^ TJ^L, $)<$S\ 7gA] ^-ofl o} ^ Aj--g- § 

^ ^1 Sil^ ^1^^ 91^}°) AV-g- ^3J^ ^O} AV-g-% ^£ ^Cf. 



^HlAl-al Aj-g- t^^ol o-at-V ^olefji Ja-^-El^, A-l*}- ^-S1(450)<H1 A^J-^ cflolE^fe s#El<H(S4) DRM t)1 

<H7l(440)°fl Sl^fl 4-§", ^El^.(430)^r 7l^ 7^ A(420)°fl ^^€cf(S5). 

£tK lElcf *llol7|(400)^ DRM 7flol7l(440)o.3^-El tflolel abc.txt* >M-§-^ ^°lEr^ ^ v -5-^(S 

6) ^92 Al^tfl ^El^(430)°fl ol cflolell- AJ^tl- ^ aj^ £^ Aj^ Hin^J B.exe^ ^ 

t^V -§-* ^fl-?-2l 51^(470)^ -s.^-cl-(S7). 
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s^S} spj a]^ ^ E ^(43o)^. 7^ oj<* A(420H cfl«- S.^ HHe] <y#^-§- -f-^s>Jl o47H 
all, ^-Fr!- -SLJIsl-7lu)- %<Q& *>^-Jlj5L z\}7^}^ 7}^SL ^ ojcf. 



71^-1-^ -S-S ^-r-^ ^-S i°jE1( function pointer)* °}-%-*}<^ ^€% v =t Si^. *1 

3+* tfl»l*H*l ^7l^ O.S, HL^r ^ S^^oll #Jl3|-7> #fl C)|olE^# ^^>7l «^ ^Bl^S] 

o] H.efl^7l- ^E^o|e|-^ t^g ^e^^ -aj^ w^o. 3.2) ^^vofl^ e||ah ^e^«|o)1 °Xx]°Y, 



o)cf. o)a^s). 71^1- ^*S^V^ ol-frfe 4«a A]i6j ^Ei^(430)<>l A(420)«fl cfl^ S--E- c-flol^ 

°1 ^, cflolE] abc.txt^ cfl*.V ^-^ 7>^ B.exeSl -aJ^ s:#o] &_oig(S8), o]^^- hVe a) 

Al^^ €E^(430)-a: Tl^lTfl ^cf. ol 2)-<a ^-1^^ ^E^^ B.exe7> ^e^ ^1<H7H1 ^sfl -f-^.^ 

oj^joi f-s.^ .aj^ ESa^'Jjt vfl-f- ^-^ e)^B(470)» 3:#oll cfl*V 

abc.txtl- B.exe7l- ^a]^v ^ o^£S. cg^ A o1]a-1 Jt#sM S.^ ^]?]^(S9). 

^•cflS C.exe7l- a 0 v 7 ) abc.txtl: i#s>^ 4<g aI^e^ ^^ci-(430)^r <>l3J* ^^E(47 0 )o)lAi 

x] S) jO., o] jr-jofl cH*flA^ ofle^ oflAl^l* f-^sj-^q- £^ ^-^ ^>-§-°Jl: «S4a§ ^JL^cKSl 
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